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Abstract— This paper investigates the Fault Tolerant Con-
trol (FTC) for Multi-User Telerehabilitation Systems (MUTSs)
which are modelled as It6 stochastic differential equations with
the occurrence of actuator loss-of-effectiveness faults, directed
link failures, communication noise, and disturbances. An active
FTC strategy using an Adaptive Sliding Mode Control (ASMC)
method is addressed. By employing such strategy, MUTSs
achieve stochastic consensus in the mean square sense onto
the predefined stochastic switching sliding surfaces in finite
time. Finally, Stochastic Input-to-State Stability (SISS) of the
systems’ states (positions, velocities, and orientations) will be
shown and a numerical simulation will be provided.

I. INTRODUCTION

Multilateral teleoperation systems have attracted interests
of many researchers in the past decades. These systems
have emerged to cope with some practical applications such
as hazardous material transportation, space exploration etc.
which are impossible by single-master, single-slave config-
uration. One of the main coordination/cooperation control
schemes for multilateral teleoperation systems in the liter-
ature is the leader-follower control approach by which the
states of slaves converge to the master’s states using local in-
formation of their neighbours. In applications of multilateral
teleoperation systems and particularly in telerehabilitation,
the remote robots (slave robots) are long away from local
robots (master robots). Thus, it is impossible to repair the
distance robots at the time of failures.

Fault Tolerant Control (FTC) for a network of manipula-
tors such as Multi-User Telerehabilitation Systems (MUTSs)
enables the operator to teleoperate several distance robots
and feel the force feedback in a reliable and safe way.
Fault tolerability allows systems to overcome faults’ effects
and ensures acceptable performance for desired tasks mainly
through control reconfigurations.

In this paper, we restrict our attention to the single-
master multiple-slave configuration where the slave robots
are teleoperated by a master and MUTSs are modelled as
Multi-Agent Systems (MASs).

It should be pointed out that the performance of MASs in
presence of actuator faults in some agents is investigated in
the literature such as [1]-[7], to name a few. In addition, due
to sensor imperfect measurements etc. communication noise
is unavoidable. Also, randomly link failures may result in the
failure or instability of the systems. Therefore, the proposed
control approach is designed to address these challenges

Authors are with the Department of Electrical Engineering,
Amirkabir ~ University of  Technology, 424, Hafez, Tehran,
Iran. (e-mails: tariverdi.abbas@gmail.com and

{m.pourafzal,alit,mshafiee}@aut.ac.ir)

by employing Markovian jump structure. In recent years,
Markovian Jump System (MJSs) have been extensively ana-
lyzed in networked systems ( [8]-[12]).

The aim of this paper is to propose a Stochastic Input-
to-State Stability (SISS) of MUTSs with considering com-
munication noise, actuator faults, directed link failures, and
disturbance simultaneously. To the best of our knowledge,
there are no other publications in the literature that address
the SISS of MUTSs. It is worth mentioning that this work
is the first attempt to solve the active FTC of MUTSs by
considering challenges mentioned before.

The remainder of the paper is organized into five sections.
In the next section, mathematical background and notation
are outlined. Next, system description will be provided. After
that, the proposed controller laws which are based on the
Adaptive Sliding Mode Control (ASMC) method will be
discussed. In Section V, simulation results are given. Finally,
the last section concludes the paper.

II. MATHEMATICAL BACKGROUND AND NOTATION
A. Notation

For a vector w= (w1, -+ ,wy), w; € R and a matrix W, con-
1

. 2
sider s = (£ w2) " wils = (£ bwil) and [Wl> =

lmax(W*W)% where Aygy(+) is the maximum eigenvalue of
a matrix and W* is the conjugate transpose of W. We define
signum function as sgn(w) = [sgn(wy),--- ,sgn(w,)] and di-
agonal matrix as diag(w) = diag(wy,---,wy). Let ® denotes
the Kronecker product, 1= [1,1,---,1]7, 0 =[0,0,---,0]7
and I, is an identity matrix. It should b noted that for
convenience, we will write the 2—norm as |- || to replace
|| ||2. Furthermore, a function F () is said to be of class C if
its derivatives for k € {1,2,---} exist and are continuous (the
continuity is implied by differentiability for all the derivatives
except for F®(1)).

The following definition describes the concept of the mean
square stability of a random variable.

Definition 1 ( [13]): Consider r(¢) to be a random vari-
able. For a scalar @ > 0, r(r) converges in the a’th
mean to zero (or asymptotically a’th mean stable), if
tlggE{Hr(t)H”} = 0. Also, we say that r(r) is mean square

o 29 _
stable, if ,ILTOE{”r(t)H }=0.

B. Graph Theory

Information exchange is modelled by a weighted digraph
(or directed graph). Consider G = (V,E,A) with the node set
V ={V1,...Vy}, set of edges E CV xV and a weighted



adjacency matrix A(f) = [a;; (t)]y.y € RV, a;;(t) > 0.
aji () > 0 means that the i"th node receives information from
node j then e;;(t) = (V;,V;) € E and vice versa. a;;(t) =0
if e;j = (V;,V;) ¢ E and the i’th node has no self-loop
(i=j). neighbours of the node i is defined as N;(t) =
{VieV:(V;,V;) €E}. A Sequence of edges in a directed
graph of the form e;j,ejy,... is called a directed path. Graph
G has at least one node with directed paths to all others
nodes if and only if digraph G has a directed spanning tree.
The Laplacian matrix L(t) = [l;;(¢)]y,y of graph G(¢) is
defined as [l,’j (t)]NxN in which l,'j (l‘) = —ajj (I), v l#‘] and
lii (I) = ZjeN,—(t),j#iaij (t), Vi, j € {1,. . I’l}

C. Markovian Process and Switching Topologies

In randomly switching topologies, MUTSs can be viewed
as a class of stochastic MJSs in a complete fixed probability
space (Q,F,{F;}i>0,P) with filtration {F;},>¢ where Q is
the sample space, J is the o-algebra of sample space subsets,
and P is the probability measure on .

Consider a finite-state measurable Markovian process
{n;,t € [0,7]} whose state-space is 8 2 {1,2,---,v} and its
generator is ¢, ; with transition probability p;; from topology
i at time ¢ to topology j at the time r+ 8 , i,j € 8. Then,
transition probability p;; is given by

q)i,j6+0<5)
1+1¢;,6 +0(6)

ifi#£j
pis = Problr, = Jin, = ) = { o
v
b;;=— Z bysby =0 Vi, jES, i# ).
I=T,1#i
where 6 > 0 and lims_, 5-90(6)/0 = 0. The notation o(8)
denotes infinitesimal terms of order strictly higher than 1.

III. SYSTEM DESCRIPTION, ORIENTATION AND
COMMUNICATION NOISE MODEL

A. System Description
In this paper, a network of MUTSs with Euler-Lagrange
dynamics is considered such that each system (n-Degree Of

Freedom (DOF) manipulator) is a node in the directed graph
G. The dynamics of the manipulators can be expressed as

M(6,)0;+C(6:,6,)6; + g(6;) = T + T, (1)

in which 7; is the controller input and 7;, is the force induced
by an operator or environment.

From [14], the task space dynamic model of the master
and slaves are given by the following equations, respectively.

My (6)i+Ci (61,05 +g1(6) = fu+ fi (2)
and
Mri(eri>xri +Cri(eriv 6.rl‘)xri Jrgri(eri) = fri Jrfei (3)

where f, := [h},m]1" and f,; := [n];,mL]", i€ {1,--- N}
X7, Xy represent task space trajectories of the master’s and
slaves’ end-effectors, respectively. In addition, Ay, h.; are
the Cartesian linear forces and my,, m,; are Cartesian linear
moments. Also, M,;(6,;), M;(6;), Ci(6,,6,:), and C;(6,6;)

are m X m, symmetric, positive-definite inertia and Coriolis
centripetal matrices, respectively. In addition, g,(6,;) and
g1(6;) are m x 1 vectors of gravity force, f,; and f; are
m x 1 vectors of applied control forces, and f;, is an m x 1
vector of external force acts on the master’s end-effector by
an operator. Also, f,; is an m x 1 vector of external force acts
on the i’th slave’s end-effector by its environment. Following
this, reformulation of Equations (2) and (3) yields

wen o 0

Vi = hi(6;,6;) + fi + fei, i€{0,1,--- N}
where 7;(6;,6;) = —M;"! (Ci(9i7 éi)viJng(ei))’ fei =M fui,
and f; = M; ! f.. Also, x; and v; are the task space trajectories
and velocities of the end-effectors, respectively. We assume
the agent O be the leader of MASs and the other agents
({1,---,N}) are the followers. The following assumption
ensures that the leader’s states (positions, velocities, and
orientations) are globally reachable from any i’th node.

Assumption 1: The graphs of MUTSs’networks are di-
rected and weakly connected.

Remark 1: Consider a non-negative diagonal matrix B =
diag(ag,---,an0) € RV*N such that there exists at least
a o >0, Vie{l,---,N} then L=L+B is a full rank,
symmetric, positive-definite matrix.

Assumption 2: M;(+) is a positive-definite matrix. In addi-
tion, M;(-), G;(-), gi(+) are C' functions. Also, f,; is locally
bounded.

B. Representing the orientation: Unit-quaternions

The unit-quaternion for the i’th robot is denoted by J;
which includes two elements j; € R and J; € R3 such that

gi= m eRY, ji+dlUi=1 5)

From [15] and [16], the relation between the time-
derivative of the unit-quaternion and the angular velocity is
given by

Loy Tiqy._ -J'
Hl - QZ (Hl)wl; Z (31) e |:ji13 75(‘]1_)
in which, S(-) is a skew-symmetric matrix operator. There-
fore, augmented vector x; are defined as
) Xi T | Xi L 034 6x7
x; = |- | =1I(J; , II(g;) = eR
M @) [w,} @) {03 QZT(EL)]

Assumption 3: There exists two constants {; and §, such
that for states x;, v;, x,; and v,;,

‘ hyi(64,65) —ill(ez,éz)H < Cl‘

C. Communication Noise Model

Xri_XlH +& Vri_VlH

It is supposed that the i’th agent receives information
from its neighbours thorough noisy channels which can be
modelled for every node j € N(t) as X = Xji + 0i0ji,
X0; = Xoi + 00i00i, Vi = Vji + 0ji@ji, and vj; = voi + 00 Wy
{wjia l7] € {1727 7N}}
white noises and oj; is the noise intensity. In addition, X; =

where are independent standard



diag (0'11'+6107 e GNH-GNO), Y =diag (plTEIa o PYEN),

X, = diag(cli,...,om), 5 = diag(a{;l,...,a{vzw :
T

W, = {(J)]i—leo,...,wN,'—F(!)N()} ,and n = {(DIT,...,(J)K;}. It

has to be noted that p; and &; refer to i’th row of Land L,
respectively.

IV. MAIN RESULTS
A. System Reformulation

Consider Equation (4), each robot’s consensus error can
be defined as

ex; = Z.I/\'/:I a,'j(l‘)(Xn' — er) + 0o (1) (Xri — X;)
v = Yy i (1) (v = Vi) + 0 (1) (v — vo)

Equation (6) in a collective form with considering the MJSs
are reformulated as

A= (Ln) @ 1, ) 0(@) (X ~ )

(6)

Azz(i(n,)®1m)(H—1®EO+F—1®fo) "
where Xy = {x{,...,var, X, = 1®x. M) =
()7 - n@yy7] . A= [ 101,00, (eN,em}T,
fo = To(6o.by). F o= [FT+ F T+ 7
Fe= [ TR Fo= T+ R i = [l --,eiN]T,
and A; = [W re]

Remark 2: The Leader-following stochastic consensus of
MUTSs is equivalent to the SISS of System (7).

B. Actuator Fault Model: Loss of Effectiveness Faults

In System (7), actuator faults are modelled in the following
collective form F = (Iy,, — Q)F® and distributed form of i’th
actuator fault is,

fi = (Im - Qi)fiCD 3
where fP denotes the desired control input. In addition,
Q = diag(Qy,---,Qy) and Q; = diag(qgi1,gi2, - ,qim) repre-
sent the fault severity of the actuators in which the scalar
gij satisfying 0 < 4; = 4ij = Gij < 1, Vie{l,---,N} and
J€{l,---,m}. The scalar g;; is called as the Effectiveness
Loss Value (ELV) of the j’th actuator of i’th slave.

Remark 3: The actuators’ fault model (8) covers the fault-
free cases (gij = g;j = 0) and the faulty cases (0 < 4;; <gij <
gij < 1). However, failure cases (gi = g;j = 1) are excluded
in (8) since the matrix (I — Q) will not be a full rank matrix
which is necessary in the controller design.

C. Reachability of Stochastic Sliding Surfaces

Through the online estimation of ELVs of faulty actuators,
it is shown that controller laws (13) to (15) can drive the
system’s dynamic onto the sliding surfaces (9).

Theorem 1: Consider System (7), fault model (8), As-
sumptions 1, 2, and 3. The distributed control protocols
(13) to (15) with the control input fiD = fui + foi + feis

i€{0,1,---
surfaces

,N} and updating law (11) make the sliding

t t
F:A2+T1A1+T2/ Al(r)dr—l@/ Fe(t)dt ()
0 0

finite time mean square stable if for a E(k), k € 8, Linear
Matrix Inequalities (LMIs)
\4
—Q(LE(K) —ET (k)Qk) + Y &y, 2() <0 (10)
j=1
has symmetric, positive-definite matrix solutions Q(k), k € 8.
Proof: See Appendix 1.
The updating law for §;;, i € {1,---
is given as

. 0 {(?ij:gl.j and ¥ <0} or {g;j =g;; and ¥y >0}
qij = .
x Otherwise.

aN}andje{lv"'am}

(11)

~1
where ¥ —S,jFT.Q,,( l®1) '(1 —671]) (Fa—i—Fh) .
Cc. r

S;j > 0 is the updating gain and Ae; and B,.; refer i'th
column and row of A and B, respectively.

Remark 4: Updating law (11) projects the estimate §;;
into the interval [g, ,g;;]. It is assumed that in the actuator
fault model (8), the lower and upper bounds ¢ ],q‘, ; satisfy

O<q < ¢gij < gi;j < 1. This means that 0 < 1—¢;; < 1.

Hence 1—Q is invertible.

D. Sliding Motion Analysis

From now on, we examine SISS of the sliding surfaces
).

Definition 2: For System (9), a function V(x,z) €
€>1(R" x [tg,0); R ) is called an SISS-Lyapunov function,
if there exists functions &, o € #o,a,x € % such that for
all x € R",u € R™ and t >ty and finite-state measurable
Markovian process {v,,# € [0,T]} provided that o(|x|) <
V(x,t,m,) < @(|x|) and for each possible value n, =k, k € §:

AV (x,1,k) N AV (x,t,k)
dt dx

1 - 9%V (x,t,k)
+ ETr<g (tax7k7u)Tg(xat7ka l/l))

+ Y Yegx < —a(lad), Vx| = g (Jlul)

where . is the infinitesimal generator.

Theorem 2: System (9) is SISS if there exists an SISS-
Lyapunov function (V;a;, 0, @, %) and the function aco o, !
is convex.

Proof: This theorem is the extension of Theorem 2 in
[17], thus it is skipped for brevity. [ ]

The following theorem ensures SISS of the sliding sur-
faces (9).

Theorem 3: The sliding surfaces (9) is stochastic input to
state stable, if for given positive-definite matrices N(k), there
exist positive-definite matrices P(k) satisfying

POZ+ Y. b PU) +
Jj=1

LV (x,1,k) = F(t,x,k,u)

N(K)=0, ke S (12)
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where Z = .
-L -1
Proof:  The proof follows from [1, Theorem 4.5]
(skipped due to the page limit). [ ]

V. SIMULATION EXAMPLE

As a numerical example, we consider MUTSs of five
AUTWRIST rehabilitation robots (depicted in Fig. 1). The

Fig. 1: AUTWRIST Robot (a) First Rotation y. (b) Second
Rotation 6. (c) Third Rotation ¢. (d) ADAMS Model.

kinematic and dynamic model of this robot is in the form of
(1) and was introduced in [18, Appendix A] which satisfies
Assumption 2.

The task space dynamic model (4) has the following well-
known property ( [14]) that for all 8, 6 and x, there exists a
constant k € R such that the right hand side of the equation
C(6,0)x < k|x|? is absolutely continuous then one concludes
its Lipschitz continuity. Therefore, Assumption 3 is satisfied.

The slaves interact with their environments while Carte-
sian linear moments f,;, i € {1,---,N} as disturbances act on
the end-effectors (constrained motion) during the times ¢ =
32s and t = 40s. This force for each slave may be described
by fe; = —K.(Xi —Xo) — Be(%X; — %) +0.5 x sin(z) x [1] where
X and X¢ are desired trajectory and velocity in the (]Jartesmn
space and K, =5 x I, and B, = I,. This force is depicted in
Fig. 2(a). According to Assumption 2, f,; is locally bounded.

It is assumed that at ¢ = 2s, the actuator of joint 1 in slave
3, the actuator of joint 2 in slave 4 and the actuator of joint
2 in slave 2 are faulty with ELVs g3; = 0.5, g4» = 0.6 and
g2 = 0.1, respectively. Also, in fault model (8), we assume

=0 and g;; = 0.75 for all slaves and their actuators. In
acidmon let the intensity of the measurement noise 0j; =
0.1, Vi, j={0,1,--- ,N}.

The network topologies are depicted in Fig. 3. From
Fig. 3, it can be seen that there is a spanning tree in all
topologies which means that Assumption 1 is satisfied. Also,

the switching signal for MJSs is depicted in Fig. 2(b) and
the corresponding transition probability matrix is given in [,
Equation (45)].

il sl T~
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Fig. 3: Communication topologies.

The forms of the desired sliding surfaces and the proposed
distributed controller are as (9) and (13) to (15), respectively
with the following parameters Y| = M lCd, T, = le,
and Y3 =M, " with M; =0.2x L5, K, _13, and Cy = 1 7><13
Also, the feasibility of the LMIs (10) and Equation (12) has
been verified in [1, Section 5]

Orientation of the first joint in slave 3 compared to the
corresponding master’s orientation is shown in Fig. 5. The
initial positions and velocities are chosen randomly. Due to
the page limit, comparison results for other joints and slaves
are omitted. Also, estimation of the fault severity of the
faulty actuators using updating law (11) are shown in Fig.
6. The control inputs applied to the joints of slave 3 and the
corresponding sliding surfaces are depicted in Fig. 4(a) and
Fig. 4(b), respectively.

Remark 5: It is worth to mention that from Fig. 6, the
estimated values §sp, §31 and §p» can converge but not
necessarily to their true values (here, g4 = 0.6, g31 = 0.5
and g =0.1).

VI. CONCLUSION

In this paper, the focus is on the fault tolerant coordi-
nated control for MUTSs with the directed link failures
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Fig. 2: (a): The external linear moment (b):Markovian
Switching Signal

Fig. 4: (a): Stochastic Sliding Surfaces of Slave 3
(b):Control Inputs applied to the joints of Slave 3.
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and communication noise in the presence of the actuator
faults and disturbances. We address a definition for stochastic
input-to-state stable Lyapunov function and two theorems
for assurance of SISS based on the ASMC method and
weak infinitesimal operation in term of LMIs. The simulation
results illustrate the validity of the presented algorithms. In
the terms of future work, communication time-delays and
sensor faults may be considered.

APPENDIX 1: PROOFS

Proof: [Proof of Theorem 1] Consider the desired
distributed protocol law P = f; + fy; + fui Where

By
|

©i>1<Zf1au(nt>f;j+aiof5> (13)

1 A\ ! «

i—Vj)+ oo (vi — v6))

— Yo Z; 1“ij(7h)(xtX;)JFO‘iO(XiXS)) +T3iifi€‘|
(14)
Jei= d ¥ o ;a,j N fc‘j+€11 N (Zau T]r )
* N *
o+ ano(vi =)+ V(L i () (% = X)) + io(xi — x3) )

t
N *
o [ (2 an) - X))
t —
_Y3l.l./0 flgdr)—d’Asgn <pi,~<2y1au(nt>(w—ﬁ)

—X;) + Qo (X — x(’g))

Xj) + Qo (x; —

N
+ oo (vi — vp) + Y14 ( Z a;j(n,)(xi
j=1
t

+mq%ﬁymm<

0
_Y3,»,-/f£dr)>]
0

in which f§ = fo+ coitoi. fi; = faj + 0jiwji fr; =
fbj + 0iWji, and c*j = fcj + 0iWji. In addition, Q; =
diag{c}il,c}iz,n- ,@im} where §;; is the estimation of ELV
for the j’th actuator of i’th slave. In f,

Xj) -+ oo (x; — Xp) ) dv

(15)

@4 is defined as

1

Q= ——
l_q_max

—@wenen)|+o|oen|

+co+g+ HTIAI +1LA; *Y},FEH +(DHY3FE 77‘1/.\1 7T2A1H

in which CO is a small positive number, g = o (|| A1l +
GllAzl), @ = ||L(k)|||Z(k) 7| Also, Y14, Y2z, Y34, &ii and
pii are dlagonal elements of diagonal matrices Yy, Yo, Y3,
&, and Q, respectively. Collective form of control protocol
(13) to (15) can be written as

Fo= (1-0) (L) o) [0 fo) + 20
o -1 .
F=(1-9) (Ln) '@l [—m] “ DA+ BF;

-hXn-nLin +2zn}

Fo=—~(L(n) ™ 1) [E(m)ﬂ Psgn(Q(n)I) +2m}
(16)

where ¢ = [, ..., ano]T and 0= diag{@l,n- ,QN}.



Now, Consider the Lyapunov function From now on, the rest of the proos is the same as the
proof of Theorem 4.1 in [1].

N N
_ 7T —1:2

V(In,t)=I Q(U:)FJFZZSU qij (17) u

i=1j=1
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